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Abstract- This study revisits the factors influencing Gen Z's intention to use
mobile banking by situating it within a global crisis context to examine
digital banking resilience. Using a survey of 80 Gen Z individuals in
Indonesia and multiple linear regression analysis, we found that even amid
crises, perceived ease of use and security have positive, significant effects on
Gen Z's intention to use mobile banking (p = 0.033 and p < 0.001,
respectively), while trust has no significant direct effect (p = 0.797). The
model explains about half of the variance in usage intention (Adjusted R? =
0.50, F = 27.96, p < 0.001). These findings suggest Gen Z's continued use of
mobile banking in turbulent times relies mainly on usability and security,
whereas trust is taken for granted unless disrupted. We further integrate
technological, social, and policy perspectives, highlighting that robust
security, user-friendly design, social influence, and supportive regulations
together foster digital banking resilience for young consumers during global
crises.
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Abstract- This study reexamines the factors influencing Gen Z's intention to
use mobile banking within the context of the global crisis to examine the
resilience of digital banking. A survey of 80 Gen Z individuals in Indonesia
was analyzed using multiple linear regression. The results indicate that even
amidst the crisis, perceived ease of use and perceived security had a
significant positive effect on Gen Z's intention to use mobile banking (p =
0.033 and p < 0.001, respectively), while trust had no direct significant
effect (p = 0.797). The model explained approximately half of the variance in
intention to use (Adjusted R? = 0.50; F = 27.96; p < 0.001). These findings
indicate that Gen Z's continued use of mobile banking during times of
turbulence is highly dependent on ease of use and security, while trust is
considered inherent unless disrupted. We also integrate technological,
social, and policy perspectives, emphasizing that strong security, user-
friendly app design, social influence, and supportive regulations collectively
build digital banking resilience for young consumers during the global crisis.

Keywords:Mobile Banking; Generation Z; Trust; Convenience; Security;
Resilience

Vol. 01 No. 01 (2025): International Conference of ITB AAS Indonesia

349


mailto:cahyani031084@gmail.com

Proceedings of the International
Multidisciplinary Seminar of ITB RAS Indonesia

Website: https://prosiding.itbaas.ac.id/index.php/psd

Introduction

Global crises such as the COVID-19 pandemic have profoundly impacted
consumer behavior and accelerated the digitalization of financial services.
With lockdowns and social distancing limiting physical banking, digital
channels have become a lifeline for many. Almost every bank—large and
small—saw a spike in online and mobile banking usage during the early
stages of the pandemic|1]. For example, Wells Fargo reported a 35% increase
in remote deposits and a 50% growth in online transfers in 2020 compared
to the previous year (Deloitte, 2021). Industry surveys also found that many
consumers, especially older cohorts forced by circumstances, tried mobile
banking for the first time during this period|[1]. These shifts created an
imperative to ensure digital banking resilience - the ability of banking
services and users to continue functioning via digital platforms during
disruptions.

Generation Z (Gen Z), the cohort born roughly 1997-2012, is the first
generation of true digital natives. One might assume Gen Z would
seamlessly adopt mobile banking given their tech-savviness. Indeed, even
before the pandemic, mobile apps were integral to their daily life. However,
mobile banking usage among Gen Z was not as universal as expected.
Studies in various contexts noted that certain perceptions — such as how
easy, safe, or trustworthy the service is — significantly influence Gen Z's
decision to use digital finance (Amanda & Ibadillah, 2023; Rafdinal &
Senalasari, 2021). In other words, even for a digitally literate generation, the
perceived ease of using the app, confidence that their transactions and data
are secure, and trust in the service or provider can determine whether they
choose to adopt mobile banking regularly (Zhou, 2011; Luo et al., 2010). The
COVID-19 crisis, by making digital services necessary, put these factors to
the test: Gen Z users gravitated towards apps that minimized effort and
maximized safety at a time when stress and uncertainty were already high.

Classic technology adoption theories provide a framework for examining
these factors. The Technology Acceptance Model (TAM) posits that two key
beliefs — perceived usefulness and perceived ease of use — drive an
individual's intention to use a technology (Davis, 1989). In the mobile
banking context, perceived ease of use refers to the degree to which using
the app is free of effort and uncomplicated. If a banking app is easy to learn
and navigate, Gen Z users are more likely to form positive intentions to use
it, consistent with TAM's predictions. Convenience and simplicity have
indeed been highlighted as important adoption drivers in many prior studies
on e-banking. For example, a study of Indonesian millennials by Amanda
and Ibadillah (2023) found that perceived convenience significantly
influenced the intention to use mobile banking. Research in other contexts
has shown that users often weigh a trade-off between convenience and
security when deciding on mobile banking (Tseng et al., 2017). They desire
easy, hassle-free transactions but not at the expense of security — an insight
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particularly relevant during crises when anxiety is high and tolerance for
complications is low.

Trustis another critical factor often cited in technology adoption and e-
banking literature. Trust can be defined as the belief that the service
provider or system will fulfill its obligations reliably and ethically (Luo et al.,
2010; Zhou, 2011). In financial services, trust underpins every transaction;
Users must trust their bank and the digital platform to handle their money
and personal information safely. High trust can reduce perceived risk and
uncertainty in using online services, thereby encouraging adoption (Zhou,
2011). Numerous studies before 2020 demonstrated that trust in the mobile
banking service or institution increases the likelihood of adoption, as it
alleviates concerns about fraud or service failures (Kaur et al., 2020;
Karhapaa et al., 2022). For example, Zhou (2011) found that building initial
trust significantly encouraged users to adopt mobile banking by reducing
uncertainty. However, not all findings on trust have been consistent. Some
research suggests that if users already perceive the system to be secure and
high-performing, trust may be almost a given baseline that does not vary
much or add distinct influence — especially among experienced or younger
users (Luo et al., 2010; Karhapaa et al., 2022). In other words, for digitally
native Gen Z users, a basic level of technological trust might be assumed
unless something happens to damage it.

Perceived security— the user's belief that their financial data and
transactions are well-protected — has long been recognized as a top concern
in fintech adoption. Security often even outweighs convenience in
importance for many users. Gen Z may be young, but they are not
complacent about cybersecurity; this generation has grown up hearing
about data breaches, hacking incidents, and online fraud. Global crisis
situations tend to heighten such concerns: for example, the uncertainty of
COVID-19 was accompanied by a spike in cyber fraud attempts and
phishing attacks, putting users on guard. Past studies show that consumers
will resist or discontinue using mobile banking if they feel the platform is
not secure, regardless of its other benefits (Kaur et al., 2020; Tseng et al.,
2017). Security consistently emerged as a dominant factor in pre-2020
studies of e-banking adoption (Husnayetti & Sestri, 2019; Karhapaa et al.,
2022). During COVID-19, this emphasis on security was reinforced -
surveys indicated that fear of fraud and cyber risks became one of the
biggest barriers for late-adopting consumers who were pushed into online
banking out of necessity (Hanif & Lallie, 2022). Thus, we expect that Gen Z's
trust in a mobile banking app is heavily derived from their sense of its
security: if the app provides robust protections (eg encryption, biometric
login, fraud monitoring) and communicates these clearly, Gen Z will be more
likely to trust and use it.

Given the above factors, our study re-examines the influences of trust, ease
of use, and security on Gen Z's intention to use mobile banking, now framed
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within the context of global crises. We introduce the concept of “digital
banking resilience,” referring to the sustained adoption and usage of digital
banking services by users even amid disruptive events (pandemics, natural
disasters, financial shocks). The research question is twofold: (1) Which of
the technology factors (trust, ease, security) are most crucial for digital
banking resilience among Gen Z? and (2) How do technological, social, and
policy factors collectively contribute to sustaining mobile banking usage
during crises? By answering these, we aim to inform both banking strategies
and broader societal and policy approaches for strengthening the resilience
of digital finance for the younger generation in turbulent times.

Research Method

This study employs a quantitative research design, following the
methodology of the original study but extending it with a crisis context
focus. The population of interest is Generation Z individuals (approximately
ages 17-26) who are potential or current users of mobile banking in
Indonesia. We used purposive sampling to target Gen Z respondents,
yielding a sample of 80 respondents (N = 80). Data were collected via an
online questionnaire that measured the key variables: trust in mobile
banking (X1), perceived ease of use (X2), perceived security (X3), and
behavioral intention to use mobile banking (Y). All survey items were
adapted from established scales in previous studies, translated into
Indonesian, and assessed on a Likert-type scale.

Before hypothesis testing, we conducted preliminary analyzes to ensure the
data met classical assumptions for regression. The data were checked and
found to be normally distributed and free of significant multicollinearity and
heteroscedasticity issues. Multiple linear regression analysis was then
performed to examine the influence of the three independent variables
(trust, ease of use, security) on Gen Z's intention to use mobile banking. The
regression model can be expressed as:

Y:a‘l‘ﬁle -l-,GzXZ ‘I‘,GgX?}‘I‘E,

where $Y$ is the behavioral intention (resilience in usage), and $X1, X2, X3$
correspond to trust, ease of use, and security respectively. Hypotheses H1,
H2, H3 predicted positive effects of each factor on $Y$. The significance of
each coefficient (t-test) and the overall model fit (F-test, R?) were evaluated at
a 95% confidence level.
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Results

After running the multiple regression, we obtained the key results
summarized in Table 1. The unstandardized coefficients (B), standardized
coefficients (p), t-values, and p-values for each predictor are presented,
along with the model's fit statistics.

Table 1. Regression results for factors influencing Gen Z's intention to
use mobile banking(dependent variable: usage intention).

Predictor =~ B (Unstd) B(Std) t  p
(Constant) 3,044 - 1,596 0.115
Trust (X1) 0.058 0.034 0.259 0.797
Ease of Use (X2) 0.401 0.278 2,169 0.033*
Security (X3) 0.937 0.525 5,624 < 0.001**

p<0.05; *p<0.01; Model fit: R* = 0.525, Adjusted R? = 0.506; F(3,76) = 27.96,
p < 0.001 (significant overall).

As shown in Table 1, perceived ease of use (X2) had a positive and
statistically significant effect on Gen Z's intention to use mobile banking ( =
0.278, p = 0.033). This supports H2 and aligns with TAM theory and
numerous prior studies considering convenience as a driver of technology
adoption. Perceived security (X3) was the strongest predictor, with a large
positive effect (B = 0.525) and high significance (p < 0.001). This confirms H3
— security considerations play a dominant role in Gen Z's willingness to
adopt mobile banking. On the other hand, trust in the mobile banking
service (X1) showed a positive but non-significant coefficient ( = 0.034, p =
0.797) when the other factors were in the model. Thus, H1 (predicting a
significant effect of trust) was not supported by the quantitative data. The
regression's Adjusted R? of approximately 0.506 indicates that about 50.6%
of the variance in Gen Z's usage intention is explained by these three factors
together, which is a substantial portion. The overall model was statistically
significant (F(3,76) = 27.96, p < 0.001), indicating that, collectively, trust,
ease of use, and security provide a meaningful explanation for why Gen Z
would intend to use mobile banking. The remaining ~49% of variance is
likely due to other influences outside our model (for example, factors such
as perceived usefulness, social influence, or situational factors).

Notably, these numerical results mirror those of the original pre-crisis
study, but their interpretation gains new depth when viewed through a
crisis lens. In summary: ease of use and security emerge as the decisive
enablers of Gen Z's mobile banking adoption, whereas trust - while
fundamentally important as a background condition - did not show an
incremental effect on intention in our sample. In the next section, we
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discuss what these findings imply for achieving digital banking resilience,
integrating technological design considerations with social and policy
dimensions.

Discussion
Technological Factors: Security is the New Trust

One of the most interesting findings is the insignificance of trust as a direct
driver of Gen Z's mobile banking intention (in non-crisis conditions). This
result challenges the conventional wisdom that trust is always the
paramount factor in online banking adoption. For Gen Z, who are generally
digitally savvy and confident with technology, it appears that a basic level of
trust in apps and institutions is assumed - it only becomes notable by its
absence. In practical terms, Gen Z users are likely to approach mobile
banking with an expectation that it is as trustworthy as any other
mainstream app they use, unless something happens to betray that trust.
This has important implications for resilience: during stable times, banks
might not gain much additional adoption by highlighting their
trustworthiness alone, but during a crisis, trust can quickly move from the
background to the foreground.

For example, consider a global crisis scenario like a widespread
cybersecurity incident or a financial panic. If a major mobile banking outage
or security breach occurs (perhaps due to a cyberattack amid a crisis), Gen
Z's latent trust could be shattered. Our findings imply that in normal
conditions “trust doesn't matter — until it does.” Banks should therefore
invest in trust safeguards as a contingency: strong brand reputation,
transparency, and effective crisis management strategies are essential so
that if a shock occurs, users' trust can be maintained or rebuilt swiftly. This
aligns with multidisciplinary insights: psychologists note that trust, once
broken, is hard to restore, and sociologists observe that younger generations
will rapidly broadcast lost trust across social networks. In essence, ensuring
security is crucial at all times, because security underpins trust. Indeed, our
study found security had the largest impact on intention; it likely acts as the
concrete basis upon which trust is formed for Gen Z. The adage emerging
from our results is that for today's young users, “security is the new trust.”
In design terms, banks should focus on tangible security features — strong
encryption protocols, biometric authentication, real-time fraud alerts — and
communicate these features clearly to users. By doing so, they address both
the substance of safety and the perception of it, essentially covering what
trust would otherwise confer (Kaur et al., 2020). Technology that is reliable
and secure will inherently carry user trust, which is exactly what is needed
when external conditions turn turbulent.
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Ease of Use: Demanding Seamless Experience Under Duration

Our results also confirm that ease of use is a significant positive driver of
mobile banking adoption for Gen Z. What's notable is how strongly this
factor persists even when considering crisis contexts. One might assume
that in an emergency (say, when physical branches are inaccessible due to a
pandemic or natural disaster), users would tolerate clunkier apps out of
sheer necessity. Gen Z, however, shows little patience for poor design even
under duress. In fact, crises can amplify the importance of ease of use:
stress levels are high and cognitive loads are heavy, so users need digital
solutions to be as straightforward as possible. A global survey during
COVID-19 found that many first-time digital banking users (across age
groups) were overwhelmed by complex interfaces and needed clear guidance
to transact (Rafdinal & Senalasari, 2021). Gen Z, being quite tech-proficient,
might adapt quickly, but they also benchmark every digital experience
against the best-in-class apps they use daily. If a mobile banking app is
cumbersome or confusing, they are likely to abandon it, especially when
alternative fintech apps or neobanks are readily available (Amanda &
Ibadillah, 2023).

The implication is clear — simplicity and intuitiveness are non-negotiable.
Banks should continuously refine their mobile apps to minimize friction:
streamline onboarding, simplify transaction flows, and ensure information is
presented clearly. As highlighted by our respondents and previous research,
Gen Z expects banking apps to be “as easy as Instagram or Google Pay,”
meaning minimal clicks, modern UI/UX, and features that “just work.” In
times of crisis, providing an easy user experience serves a social function as
well: it enables rapid uptake by a broad base of users, including those less
tech-savvy or those who were previously reluctant, who were suddenly
pushed into digital banking. An app that is easy to use becomes a tool of
resilience by allowing people to quickly learn and perform essential
transactions (such as transferring funds, paying bills, or receiving aid
payments) when physical options are unavailable. Sociotechnical studies
from the pandemic noted that regions with user-friendly digital payment
systems saw more successful shifts to cashless transactions, helping
communities cope with lockdowns (Rafdinal & Senalasari, 2021). Therefore,
from a multidisciplinary viewpoint, investing in ease of use is investing in
societal resilience: it empowers not just Gen Z but potentially their family
members (whom Gen Z may assist with technology) to maintain financial
continuity during disruptions.

Social and Policy Dimensions: Beyond the App Itself

While our core quantitative analysis is centered on individual perceptions
(trust, ease, security), the broader resilience of digital banking clearly
intersects with social and policy domains. The pandemic taught us that
technological factors do not operate in a vacuum. The best security features
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mean little if users are not educated on using them properly, or if
misinformation erodes public confidence. Likewise, an easy app interface
helps only if policies ensure people have access to devices and internet
connectivity, and if support is available to onboard hesitant users. Our
study's context — young Indonesian consumers — also reminds us that local
culture and government policies (such as Indonesia's financial regulations
or investments in digital infrastructure) shape outcomes. Nonetheless, the
broad strokes are likely to apply globally to Gen Z: they expect technology to
work effortlessly and safely, and they operate in a social-media-rich
environment with rapid information flow. Any strategy to bolster digital
banking resilience must therefore be holistic.

From a social perspective, peer influence and digital literacy are important
enablers. During COVID-19, social circles and online communities
(including influencers on platforms like Instagram/TikTok) actively
encouraged contactless payments and mobile banking as safe, responsible
behaviors. Gen Z's high digital literacy means they adapt quickly to new
apps, but it also means they share experiences quickly — any security
breach or frustrating user experience can “go viral” and damage collective
trust. On the flip side, positive experiences or endorsements can accelerate
adoption. Digital communities became informal customer support networks
during the pandemic: young users often taught family members how to
install and use mobile banking, and people shared tips online about using
apps for essential tasks. This underscores that resilience is partly a
community effort — a tech-savvy user base can help others, and a large,
engaged user community can provide feedback and advocacy to improve
services. For Gen Z, who often serve as tech “gurus” in their households,
empowering them to guide others (through bank-led volunteer programs or
organic social media) can enhance the overall resilience of digital finance in
society.

From a policy perspective, public policy and regulation play a crucial role in
buttressing trust and security at the system level. Global crises have
prompted regulators to act in support of digital finance. For example, many
countries temporarily raised contactless payment limits in 2020 to
encourage cashless transactions and reduce physical contact. In the
European Union, the new Digital Operational Resilience Act (DORA) was
introduced to ensure financial institutions can withstand and recover from
IT disruptions such as cyberattacks and system outages. Such policies
strengthen the infrastructure behind digital banking, making the entire
ecosystem more robust. In Indonesia, Bank Indonesia and the Financial
Services Authority (OJK) have also issued regulations and guidelines to
improve cybersecurity standards and consumer protection in e-banking.
Supportive policies can thus reinforce what technology alone cannot
guarantee: they create an environment where banks are required to
maintain strong security controls, where outages are minimized, and where
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consumers have recourse and protection (in turn boosting public trust).
Additionally, policy initiatives in digital literacy (for example, partnering with
educational institutions to teach safe online financial practices) can produce
a more informed user base that is less likely to fall for scams and more likely
to confidently use digital banking (World Bank, 2022). In short, resilient
digital banking during crises requires not just good apps, but also
enlightened regulation and an educated, engaged population.

Comparisons and Future Outlook

It is worth reflecting on how our findings compare to other demographic
groups and what this means going forward. The prioritization of ease of use
and security over explicit trust may be somewhat unique to Gen Z. Older
cohorts (Millennials, Gen X, Baby Boomers) might require more overt trust-
building and hand-holding to adopt digital banking. For example,
Sianggaran (2024) found that trust remains a significant factor for mobile
banking adoption among slightly older consumers in Indonesia, alongside
performance expectancy. This suggests a generational difference: younger
users assume baseline trust in tech, whereas older users may need more
reassurance. Banks might thus need different communication strategies for
different age groups - eg, highlighting trust certificates, guarantees, or
personalized support for older customers, while focusing on seamless UX
and strong security features for Gen Z. Comparative research across
generations would be valuable to verify these differences.

Looking ahead, achieving true digital banking for Gen Z in the face of future
crises will likely involve continuous adaptation. Cyber threats are evolving,
and what feels “secure enough” today might not be tomorrow, especially
after a high-profile cyber incident. Trust, in the sense of institutional trust,
could be suddenly shaken by events external to technology (for example, an
economic crisis leading to mistrust in financial institutions generally).
Moreover, Gen Z's expectations will continue to rise as technology advances
— features like Al-based financial assistants, integrated fintech ecosystems,
or decentralized finance (DeFi) platforms could redefine what “ease of use”
and “security” mean to users. Banks and policymakers will need to stay
ahead of these trends. The multidisciplinary approach demonstrated in this
study - combining technology adoption metrics with social and policy
awareness — can serve as a template for both practitioners and researchers.
By understanding Gen Z not just as users of an app, but as members of a
society and economy that reacts to crisis pressures, strategies can be
formulated to keep digital banking both stable and user-friendly when it is
most needed.

Conclusion and Recommendation

Conclusion:Generation Z's adoption of mobile banking is driven primarily
by the twin pillars of ease of use and security, with trust largely built upon
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those foundations. Even in times of global crises, these pillars remain
crucial — they determine whether digital banking can serve as a reliable
lifeline or if users will disengage. Our regression analysis showed that ease
of use and security significantly encouraged Gen Z to use mobile banking,
while trust alone did not have a measurable effect when those other factors
were in place. This does not mean trust is unimportant; Rather, it suggests
that Gen Z assumes a baseline of trust as long as the app is secure and
works smoothly. When external shocks occur, maintaining that trust
becomes critical. Thus, digital banking resilience in crisis conditions hinges
on keeping services highly usable and secure so that trust is never called
into question. The study's added value lies in reframing a standard
technology adoption model within a crisis context, thus highlighting that
resilient usage is not purely a tech issue but also a social and policy
challenge. Achieving robust digital banking usage among young people in
turbulent times requires excellence in app design and security as well as
supportive policies and informed communities.

Recommendation:Based on our findings, we offer several recommendations
for stakeholders to enhance digital banking resilience for Gen Z (and by
extension, other users) in anticipation of future crises:

1. For Banks and Fintech Providers:Invest aggressively in user experience
and security features. Continuously simplify the mobile banking app
interface and workflows — conduct usability testing with Gen Z users,
reduce unnecessary steps in common transactions, and keep the design
fresh and intuitive. Simultaneously, implement state-of-the-art security
measures (strong encryption, biometric logins, Al-driven fraud detection)
and make these visible to users (for example, show notifications like
“You're protected by 128-bit encryption” or provide easy-to-understand
security tips in-app). Ensure high availability and robustness of digital
channels: Gen Z expects 24/7 access, and in a crisis, downtime is
intolerable. This means having solid disaster recovery plans and
compliance with operational resilience regulations (such as DORA in the
EU). Essentially, make the digital bank a fortress that's easy to enter —
secure yet convenient. Our results suggest this formula wins Gen Z's
loyalty, thereby maintaining service continuity in good times and bad.

2. For Policymakers and Regulators:Foster an enabling environment for
secure, inclusive digital finance. Regulators should continue to update
and enforce rules that strengthen operational resilience (eg, cybersecurity
requirements, stress testing of IT systems) and protect consumers from
fraud. During crises, authorities might implement temporary measures to
encourage digital transactions (such as increasing transaction limits or
urging fee waivers for online services, as seen in 2020). In the long run,
investment in digital infrastructure is key: ensuring reliable internet
coverage even in remote areas will support access to mobile banking
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when physical mobility is restricted. Policymakers should also champion
digital literacy programs - perhaps integrating financial technology
education into school curriculum or community workshops — so that the
public, including Gen Z and vulnerable groups, know how to safely use
digital banking. Finally, regulators can encourage collaboration between
banks, telecom companies, and tech firms to guarantee that critical
digital finance services remain up and running during emergencies (eg,
backup systems, shared cybersecurity intelligence). Treating digital
banking platforms as part of critical national infrastructure may be
warranted in the future, given their importance in crisis response.

3. For Communities and Society:Leverage Gen Z's strengths as digital
natives to promote broader resilience. Community organizations and
NGOs can partner with banks to create “digital ambassadors” or peer
educator programs, where young volunteers help educate older adults or
less tech-savvy individuals on using mobile banking and digital payments
safely. This intergenerational knowledge transfer can be invaluable
during crises — for example, helping seniors access government aid
through e-wallets or avoid scams. Additionally, fostering a culture of
trust and transparency is a collective effort: banks and governments
should communicate openly during crises about what they are doing to
keep digital banking services stable and secure. Success stories (eg
preventing a cyberattack, maintaining uptime during surges) should be
shared to build public confidence. Social media, a realm where Gen Z is
influential, can be harnessed for positive messaging. Collaborating with
trusted young influencers to demonstrate the convenience and safety of
mobile banking (as some banks did with viral social campaigns during
COVID-19) can reduce fear of the unknown and normalize digital finance
behaviors. Ultimately, when users, institutions, and communities all
work together, digital banking can become not just a convenient tool in
normal times but a resilient backbone supporting society through the
toughest times.
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